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Add a New User

User:
Password:

Repeat Password:

Email:

[anewuser

Password must contain both letters and numbers.

Renie

I¥ User must change password at first login.

[ea.scottwork@gmail.com

Strength: Average.

@pPasswords match

[+ Send an email to the user in order to allow him to validate his account.

You need to set SEAdEr Email

add
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Authentication method: | Tiki v o

- Registration & Login
I~ Users can register.
™ Use tracker to collect more user information.

@ Feature is disabled. Enable now.

I™ Use tracker to collect more group information. &

@ Feature is disabled. Enable now.

Re-validate user by email after [1 days.
Use -1 for never.

Re-validate user by email after [20 unsuccessful login attempts.
Use -1 for never.

I~ Create a new group for each user.
The group will be named identical to the user's username. ¥

I~ Disable browser's autocomplete feature for username and password fields.

I™ Use challenge/response authentication.

[Disabled v

Use HTTES login:

©

Remember me: |Disabled v

Cookie

Cookie name: [newcookie

Dormain:

path: [

I~ Banning system &






Step 1:  Go to User Admin Screen (logged in as Administrator)

[image: image3.png]I~ Banning system &

[ Username
I~ Use email s username.

Minimurn length: [1

Maximum length: [50

I Force lowercase.

Username pattern: [[_a24-20-0@\ 'S/

- Password
I Remind/forgot password

Encryption method:: |cptmds v
@

T Users can change their password.

I Require characters and numerals.

Minimurm length:

days.

Password expires after
Use -1 for never.
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Find

[anewuser

Fin

Number of displayed rows.

© More Criteria

anewuser ed.scott.work@gmail.com Never (Registered 0 seconds

Perform action with checked: |- v

2g0)
Need to validate email

Registersd (3] o X

=




Enter the data as seen below and click the “Add” button
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Hi

An administrator of the site below has added you as a new user:
‘www nactaf com

If you want to confirm your membership in this site, click on the following link to login for the first time:

hitp://www. nactaf com/testd1 tikilogin_validate php?user=anewuser&pass
6cif3ed9984930673953c 468eb3e017a

Welcome on the site!

“Reply = Forward
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Your account nas been validated. R
00se a password to use this account.

You have to ¢l

Username:

New password:

Repeat password:

Password must contal

in both letters and numbers

| chanoe]
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Your account nas been validated. R
00se a password to use this account.

You have to ¢l

Username:

New password:

Repeat password:

Strength: Average

Password must contal

in both letters and numbers

| chanoe]




Step 2 – User is successfully added
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Change password enforced

Username: anewuser

old password:

New password:

Password must contain both letters and numbers

Repeat password:

[cece]
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Change password enforced

Username:
old password:

New password:

Repeat password:

Strength: Average

in both letters and numbers

[cece]




Step 3 – User received email and clicks on the link within the email
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This is the default homepage for your Tiki. If you are seeing this page, your installation was successful.

You can change this page after logging in. Please review the wiki syntaxe for editing details

& Get started.

To begin configuring your site:



Step 4 – The user is presented the password-change screen

Step 5 – The user types in a new password and clicks the “Change” button

Step 6 – The user is given an error message, instead of being logged into the application.

Step 7 – Having knowledge of the originally-generated password ( iRenA5iK ), I try typing that user name and password in the “User:” and “Password:” boxes respectively, and then click the “Login” button.  I am then presented with the change password dialog box.  Note:  There is no way the user could know the original password, so this workaround works only for an admin.

Step 8 – I choose “testing321” as a new password, and input the originally generated password (iRenA5iK ).

Step 9 – User is successfully logged in.

Nearly an out-of-the box configuration for login.





Required letters and numbers, but did not change the length to a more appropriate maximum





User name: “anewuser”


Password: generated as “iRenA5iK”


   (generated on first try – no subsequent regenerations)


Checked “User must change password at first login”


Checked: “Send an email…”





Does email need to be verified before the user can make use of the link that they receive in their emails?!





User clicks the provided link which contains their un-encrypted user name and an encrypted password that should match what was generated after Tiki decrypts it (?).





I chose: “testing123” as the new password





User name: “anewuser”


Password: generated as “iRenA5iK”


   (generated on first try – no subsequent regenerations)


Checked “User must change password at first login”


Checked: “Send an email…”





Note:  User does not seem to be receiving emails with respect to their passwords being changed or updated by the administrator.  This is a separate, but probably related problem.  





Does problem stem from (1) not validating emails or maybe (2) minimum password length?








