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Status
Open

Subject
Find a way to block robots from indexing in PHP, and configurable from Tiki

Version
12.x

Category
Feature request

Feature
Search engine optimization (SEO)
Admin Interface (UI)

Resolution status
New

Submitted by
Marc Laporte

Lastmod by
Nelson Ko

Rating
(0)

Related-to
Screencast doesn't work via .htpasswd on show.tiki.org

Description
We now use htpasswd, which is great for extra security, but can cause issues in certain cases.

We want to block indexing, but fully configured via Tiki, similar to site_closed.

How could we do this? This would be useful for show.tiki.org and for dev and staging sites.

Seem like bottrap idea... (anyone tried it?)

Related links:

http://perishablepress.com/blackhole-bad-bots/
http://www.kloth.net/internet/bottrap.php

https://support.google.com/webmasters/answer/93710

Importance
8

Easy to solve?
3

Priority
24

https://dev.tiki.org/item4676-Find-a-way-to-block-robots-from-indexing-in-PHP-and-configurable-from-Tiki
https://dev.tiki.org/item4698-Screencast-doesn-t-work-via-htpasswd-on-show-tiki-org
http://perishablepress.com/blackhole-bad-bots/
http://www.kloth.net/internet/bottrap.php
https://support.google.com/webmasters/answer/93710
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Demonstrate Bug (Tiki 19+)
Please demonstrate your bug on show2.tiki.org
Version:  Create show2.tiki.org instancetrunk ▼

Demonstrate Bug (older Tiki versions)
Please demonstrate your bug on show.tikiwiki.org
Version:  Create show.tikiwiki.org instance18.x ▼

Ticket ID
4676

Created
Wednesday 21 August, 2013 04:54:50 GMT-0000
by Marc Laporte

LastModif
Friday 01 November, 2013 17:35:06 GMT-0000

Comments

amette 21 Aug 13 14:35 GMT-0000

...removing that from features to have a clean listing for show.tiki.org team.

Nelson Ko 01 Nov 13 17:34 GMT-0000

I (or amette) won't have time to experiment with this for another month or so at least Maybe someone
else who is interested in this bottrap idea can give it a try?

Marc Laporte 20 Nov 13 21:12 GMT-0000

For next.tiki.org, in robots.txt, we now have

User-agent: *
Disallow: /

If it doesn't work, maybe we can do canonical URLs from next.tiki.org to tiki.org

Marc Laporte 25 Nov 13 01:41 GMT-0000

https://support.google.com/webmasters/answer/93710?hl=en

https://dev.tiki.org/user8656
https://dev.tiki.org/user8656
https://dev.tiki.org/user9801
https://dev.tiki.org/user9801
https://dev.tiki.org/user11197
https://dev.tiki.org/user11197
https://dev.tiki.org/user11197
https://dev.tiki.org/user11197
https://support.google.com/webmasters/answer/93710?hl=en
https://dev.tiki.org/user11197
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Marc Laporte 30 Aug 14 17:39 GMT-0000

https://github.com/thephpleague/stack-robots

Jean-Marc Libs 02 Sep 14 11:20 GMT-0000

I see .htaccess «can cause issues in certain cases» but the only issue I know of is, intertiki was broken
when used together with basic authentication popups (which we configure in .htaccess, but could
configure elsewhere at the webserver level).

intertiki used to work together with basic authentication, so it can be fixed. The real issue here is
that nobody understands intertiki code enough to fix this, or has enoughtime to rewrite it.
the whole point of preproduction servers is, they have the exact same configuration as the
production server, so these basic authentication popups need to be handled at the webserver level,
not at the Tiki level.

Let's not pile useless new code (new bugs, new security issues) just because we don't fix old code.

Also, show.tiki.org uses these popups in order to make show instances useless to spammers and
phishers and people looking for free hosting. So as far as show is concerned, these popups are not a
bug, they are a feature. Also, show does not achieve this by using .htaccess

So, -1 to additional code for this. let's close this and open a wish for making work a real life scenario.

Marc Laporte 02 Sep 14 14:08 GMT-0000

Hi Jean-Marc!

Let's forget about show.tiki.org for now. Let's even forget about misbehaved robots (This would be nice
but permissions and site_closed are the way to deal with this)

Here are example use cases:
1- A new site which is not ready to be published. It should not yet appear in search engines.
2- A backup / dev site or pre-dogfood server.

For SEO, we want to avoid duplicate content: http://en.wikipedia.org/wiki/Duplicate_content

We had this problem on http://next.tiki.org/Community as Oliver was unable to get .htpasswd to work,
and Google indexed pages for nothing.

See this screenshot:

https://dev.tiki.org/user11197
https://github.com/thephpleague/stack-robots
https://dev.tiki.org/user9952
https://dev.tiki.org/user9952
https://dev.tiki.org/user11197
https://dev.tiki.org/user11197
http://en.wikipedia.org/wiki/Duplicate_content
http://next.tiki.org/Community
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It's better now because http://next.tiki.org/robots.txt has Disallow: / but this is just an accident waiting
to happen. On a future update or migration, robots.txt can be overwritten. And this has happened many
times (ex.: migrations & upgrades) for *.tiki.org sites so it's not just a theoretical problem.

Ideally, there would be a section in tiki-admin.php for development status. In development, activate
these things; In production, activate these things... You can see some examples here:
http://tiki.org/Pre-Dogfood+Server#System_Configuration

One easy thing would be: A new pref: Canonical domain (overridable per perspective)
https://dev.tiki.org/item5415
This would clean-out all the bad previous URLs are Google would see a redirect 301 and update its
index. If someone forgets a backup / dev servers somewhere, Google will just point everything back to
the canonical site...

On next.tiki.org, there is a system configuration file which is supposed to override the bots meta tag.
However, I have found this to be odd sometimes with contradictory instructions. For example, please
see the source of https://tiki.org/tiki-register.php
<meta name="robots" content="index, follow, noodp, NOINDEX, NOFOLLOW">
<meta name="revisit-after" content="3 days">

http://next.tiki.org/robots.txt
http://tiki.org/Pre-Dogfood+Server#System_Configuration
https://dev.tiki.org/item5415
https://tiki.org/tiki-register.php
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https://next.tiki.org/tiki-register.php is different because of system configuration override:
<meta name="robots" content="noindex, nofollow, NOINDEX, NOFOLLOW">
<meta name="revisit-after" content="3 days">

So, do you agree with the use cases?
What do you think is the best way forward?

Thanks!

M ;-)

Jean-Marc Libs 05 Sep 14 23:26 GMT-0000

That makes much more sense, thanks for the real life scenario.

My thoughts:

If the site does not use intertiki, basic auth pop-ups are perfect. I know no downside except
maybe disabling twitter and facebook plugins (to be confirmed).
Thanks for the link to a working tiki.ini. I had not thought about that, but I appreciate how it
limits the risks of making mistakes when refreshing preprod with prod data without actually
touching the database.
We need the canonical settings anyway, since without it any perspective-using Tiki site is a SEO
disaster.
If the site uses intertiki (like ours do), the best solution is to fix intertiki. Meanwhile, I'd try
robots.txt plus meta tags since it's a quite different mechanism and we can't trust robots to follow
every recomendations, so let's be sure.

Torsten Fabricius 02 Sep 14 20:31 GMT-0000

We have a similar problem with suite.tiki.org, where we every day have double messages from forums
for example - each one the same post from tiki.org and from suite.tiki.org - please mind, that
suite.tiki.org is a perspective of tiki.org.

T.

Attachments

 filename created hits comment version filetype  

No attachments for this item

The original document is available at
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