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Status
 Closed

Subject
CSRF on using module error messages

Version
19.x

Category
Bug

Feature
Modules

Resolution status
Fixed or Solved

Submitted by
Jean-Marc Libs

Volunteered to solve
Fabio Montefuscolo

Lastmod by
Jean-Marc Libs

Rating
     (0) 

Related-to
 CSRF False positives
 Potential cross-site request forgery (CSRF) detected. Operation blocked. Required headers
are missing.
 "The following mandatory fields are missing: Category" after anti-CSRF prompt
 Voting in a poll gives CSRF warning.

Description
When I create a new site and I add the switch_themes module, it does not show up. Instead, I get a
"Module error" box (see picture 01) which tells me I need to activate the "users can change theme"
feature.
So far, so good (except for the weird placement of the box in the bottom but that's off topic here).

When I check this "users can change theme" feature in the "Module error" box and save, I get a
CSRF error and nothing is actually done 
That's the issue I report
See picture 02

Importance
8

Priority
40

Demonstrate Bug (Tiki 19+)

https://dev.tiki.org/item6941-CSRF-on-using-module-error-messages
https://dev.tiki.org/item7133-CSRF-False-positives
https://dev.tiki.org/item7633-Potential-cross-site-request-forgery-CSRF-detected-Operation-blocked-Required-headers-are-missing
https://dev.tiki.org/item7633-Potential-cross-site-request-forgery-CSRF-detected-Operation-blocked-Required-headers-are-missing
https://dev.tiki.org/item6926--The-following-mandatory-fields-are-missing-Category-after-anti-CSRF-prompt
https://dev.tiki.org/item7350-Voting-in-a-poll-gives-CSRF-warning
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Please demonstrate your bug on show2.tiki.org
Version:  Create show2.tiki.org instancetrunk ▼

Demonstrate Bug (older Tiki versions)
Please demonstrate your bug on show.tikiwiki.org
Version:  Create show.tikiwiki.org instance18.x ▼

Ticket ID
6941

Created
Wednesday 21 November, 2018 16:27:20 GMT-0000
by Jean-Marc Libs

LastModif
Monday 06 April, 2020 13:09:25 GMT-0000

Comments

Fabio Montefuscolo 24 Jan 19 16:42 GMT-0000

Please, test it again at r68805 branches/19.x

Jean-Marc Libs 24 Jan 19 17:24 GMT-0000

Yes!
The issue is fixed as described.

Now about usability:
If admin is in "Basic" mode, no checkbox shows up in admin section 
A new bug entry? Shall we keep this one open?

Fabio Montefuscolo 24 Jan 19 18:20 GMT-0000

Ok, another adjust to this issue too. Please, check it again!

Jean-Marc Libs 02 Apr 20 20:55 GMT-0000

Sorry for missing the answer.

I just tried again in Tiki 21.0.

Perfect! Thanks!

https://dev.tiki.org/user11849
https://dev.tiki.org/user11849
https://dev.tiki.org/user9952
https://dev.tiki.org/user9952
https://dev.tiki.org/user11849
https://dev.tiki.org/user11849
https://dev.tiki.org/user9952
https://dev.tiki.org/user9952
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Attachments

 filename created hits comment version filetype  

 Screenshot_20181121_CSRF_01_trigger.png 21 Nov 18
16:28
GMT-0000

0

 Screenshot_20181121_CSRF_02.png 21 Nov 18
16:29
GMT-0000

0

The original document is available at https://dev.tiki.org/item6941-CSRF-on-using-module-error-messages

https://dev.tiki.org/tiki-download_item_attachment.php?attId=501
https://dev.tiki.org/tiki-download_item_attachment.php?attId=502
https://dev.tiki.org/item6941-CSRF-on-using-module-error-messages
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